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Windows NT

Linux
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1 Linux
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2 Linux

Linux

Linux
Linux
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12.1 Linux
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o (protoal)
J (socket) 1/0
J (device and interface) — —
J (sh_buff)
4 12.2
EET
/////' EEW#BZ‘*\\\\\
BEET AN
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12.2 Linux
12.2 4
3 4

Linux

12.2

—TCP/IP
12.2.1
1SO oSl
oSl
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TCP/1P
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TCP/I1P TCP/1P (O8] | TCP/1P
12.1
12.1 0S1 TCP/1P
0S1 TCP/1P
Internet
12.2.2 TCP/IP
TCP/1P TCP/1P
12.2
12.2 TCP/1P
TELNET FTP SMTP DNS
TCP UDP
Internet 1P
ARPANET SATNET
PPP/SLIP LAN
IP Internet TCP
12.2.3 Internet
IP TCP/IP 0sl
IP IP
IP
IP ¥ 3 7
1P
1P
IP IP
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12.3 1P 1P

TCP/IP

| |pip |TCP|data| | | pip TCP|data|

| | 1P |Tcp|data | | 1P |7cp|data

|ETHER| 1P TCP|data| |ETHER| 1P |TCP|data|

"

12.3 TCP/IP
IP IP 1P IP IP
12.4
| |
|DF|MF|
|
12.4 1P
12.2.4 TCP
TCP
TCP
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1P
TCP 1P 1P TCP-ULP
TCP TCP PDU
TCP
TCP PDU TCP 12.5
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12.5 TCP
° TCP 16
. TCP 16
. TCP
1SS
.
1
.
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e ACK
e RST
e SYN
e FIN
TCP
TCP TCP
TCP
TCP
TCP TCP 12.6
A TCP TCP ULP B
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12.6  SYN 50 SYN M 50
B TCP SYN M
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B TCP

A
ACK 201

12.3.1

socket

socket
1 socket
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A 12.6

12.6  SYN 200

TCP

SYN 50

ACK 51

A 4

ACK 51;SYN 200

A
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TCP
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12.6 TCP

TCP

N+1 ,
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2 socket

3 Linux socket
12.3.2
Linux “e 7z
Linux 12.3
Linux BSD BSD
BSD BSD
Linux BSD
12.4 12.3 12.4
12.3 Linux
UNIX UNIX
INET TCP/IP Internet
AX25 Amater radio X25
APPLETALK Appletalk DDP
IPX Novell IPX
X25 X25
12.4 Linux BSD
BSD
strean INET TCP
datagram
INET UDP
raw IP
packet BSD Linux BSD
INET

—453 -



Linux

12.3.3
INET Internet TCP BSD
12.8 Linux
BiDEHEF
INETEHEF
TCP
12.8 INET
INET BSD Internet
include/linux/net.h proto_ops
struct proto_ops {
int family;
int (*release) (struct socket *sock);
int  (*bind) (struct socket *sock, struct sockaddr *umyaddr,
int sockaddr_len);
int  (*connect) (struct socket *sock, struct sockaddr *uservaddr,

int sockaddr_len, int flags);
int  (*socketpair) (struct socket *sockl, struct socket *sock2);

int (*accept) (struct socket *sock, struct socket *newsock,
int flags);
int  (*getname) (struct socket *sock, struct sockaddr *uaddr,

int *usockaddr_len, int peer);
unsigned int (*poll) (struct file *file, struct socket *sock, struct poll_table_struct
*wait);

int  (*ioctl) (struct socket *sock, unsigned int cmd,
unsigned long arg);

int (*listen) (struct socket *sock, int len);

int  (*shutdown) (struct socket *sock, int flags);

int (*setsockopt) (struct socket *sock, int level, int optname,
char *optval, int optlen);

int (*getsockopt) (struct socket *sock, int level, int optname,
char *optval, int *optlen);

int (*sendmsg) (struct socket *sock, struct msghdr *m, int total_len, struct
scm_cookie *scm);

int  (*recvmsg) (struct socket *sock, struct msghdr *m, int total_len, int flags,
struct scm_cookie *scm);

int  (*mmap) (struct file *file, struct socket *sock, struct vm_area_struct * vma);

ssize_t (*sendpage)  (struct socket *sock, struct page *page, int offset, size_t size, int
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flags);

};
file_operations BSD
proto_ops BSD INET socket
BSD socket include/linux/net.h
struct socket
{
socket_state state;
unsigned long flags;
struct proto_ops *0ps;
struct inode *inode;
struct fasync_struct *fasync_list; /* Asynchronous wake up list */
struct file *file; /* File back pointer for gc */
struct sock *sk;
wait_queue_head_t wait;
short type;
unsigned char passcred;
}:
INET sock
sock include/net/sock.h 80
BSD socket sock sk sock
socket BSD socket sock
sock sock
proto sock
TCP sock
TCP
/
sockaddr
include/linux/socket.h
struct sockaddr {
sa_family_t sa_family; /* address family, AF_xxx */
char sa_data[14]; /* 14 bytes of protocol address */
}
INET IP
/etc/services
BSD
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Linux BSD
BSD
BSD
BSD

inet_protos

include/net/protocol.h
struct inet_protocol *inet_protos[MAX_INET_PROTOS];

/* This is used to register protocols. */
struct inet_protocol

{
int (*handler)(struct sk_buff *skb);
void (*err_handler)(struct sk_buff *skb, u32 info);
struct inet_protocol *next;
unsigned char protocol;
unsigned char copy:1;
void *data;
const char *name;
b

12.3.4 socket

12.9 socket
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server socket client socket

accept
read
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12.9 socket

1

Linux socket()

net/socket.c
asmlinkage long sys_socket(int family, int type, int protocol)
{
int retval;
struct socket *sock;

retval = sock _create(family, type, protocol, &sock);
if (retval < 0)
goto out;

retval = sock map_fd(sock);
if (retval < 0)
goto out_release;

out:
/* 1t may be already another descriptor 8) Not kernel problem. */
return retval;

out_release:
sock_release(sock);
return retval;
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sockfs net/socket.c

static struct vfsmount *sock_mnt;
static DECLARE_FSTYPE(sock_fs_type, "sockfs",sockfs_read_super, FS_NOMOUNT);

kern_mount()

vfsmount sock_mnt
sockfs
sock_create() socket
“ i socket sock
BSD socket
proto_ops
BSD SOCK_STREAM SOCK_DGRAM
proto_ops
fd file
BSD BSD
12.10
socket sock socket
sock
inode union
socket

struct inode
union {

struct socket socket_i;
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file_struct

count
close on exec
open fs
fd[0] file
fd[1] f mode
f pos
f flags
fd[U] f count
f owner
fop
finode S~ inode
f version
sock
type SOCK_STREAM R
ops
data
sock
type
protocol
socket
12.10 socket inode
socket inode union
union
2 INET BSD bind
Internet
INET
IP
socket TCP_CLOSE
1P
IP INET

BSD

ioctl
close
fasync

Iseek
read

write
select

SOCK_STREAM

inode

socket

sock

INET BSD

TCP

sockaddr
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ifconfig IP sock
rcv_saddr saddr IP
INET BSD
TCP IP
socket/sock TCP sock
sock
TCP
3 INET BSD connect
INET BSD
BSD socket
SS_UNCONNECTED
TCP 3 - i 12.2 ——
TCP sock sock
tcp_listening_hash TCP sock
4 listen [INET BSD
INET
socket TCP_LISTEN
TCP TCP sock
sock TCP bottom_half
sk_buff sock
receive_gueue sk_buff sock
5 accept
socket socket
INET
TCP
socket
TCP
sk_buff TCP sock INET
sock socket socket
fd
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12.3.5 socket

socket socket
12.5

12.5 socket

Accept

Bind

Connet

Getpeername

Getsockname

Getsockopt

Listen

Recv

Recvfrom

Send

Sendto

Setdomainname

Sethostid

Sethostname

Setsockopt

Shutdown

Socket

Socketcall

Socketpair

12.4

sk _buff
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12.4.1
12.11
[ ] ]
L] L]
S T e
12.11
sk_buff
Linux
12.4.2
sk_buff_head
1 2
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void append_frame(char *buf, int len){
struct sk_buff *skb=alloc_skb(len, GFP_ATOMIC); /* */
iT(skb==NULL)
my_dropped++;
else {
kb_put(skb,len);
memcpy (skb->data,data, len); /* */
skb_append(&my_list, skb); /* */
}
}

void process_frame(void){
struct sk_buff *skb;
while((skb=skb_dequeue(&my_list))!=NULL)

{
process_data(skb); /*
*/
kfree_skb(skb, FREE_READ); /*
}
}
append_frame( ) process_frame( )
net/core/dev.c
netif rx( ) net_bh( )
——append_Fframe( ) alloc_skb( )
len 12.12 (@)
[ ]
[ ]
[ ]
skb_put( ) 12.12 (d)
memcpy( )
skb_reserve( ) 12.12 (b) ,

skb=alloc_skb(len+headspace, GFP_KERNEL);

skb_reserve(skb, headspace);
skb_put(skb,len);
memcpy_fromfs(skb->data,data, len);
pass_to_m_protocol (skb);

12.12 sk_buff
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Linux

(a) alloc_skb

(b) alloc_reserv

(c) sk_buff

(d) skb_put

(e) skb_push

—

(f) skb_pull
12.12 sk_buff

12.4.3 sk buff

sk_buff
include/linux/skbuff.h

struct sk_buff {
/* These two members must be first. */

struct sk _buff * next; /* Next buffer in list*/
struct sk _buff * prev; /* Previous buffer in list*/
struct sk _buff _head * list; /* List we are on */
struct sock *sk; /* Socket we are owned by */
struct timeval stamp; /* Time we arrived */
struct net_device *dev; /* Device we arrived on/are leaving by */

/* Transport layer header */
union
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struct tcphdr  *th;

struct udphdr  *uh;

struct icmphdr *icmph;
struct igmphdr *igmph;
struct iphdr *ipiph;
struct spxhdr  *spxh;
unsigned char  *raw;

}h;

/* Network layer header */

union

{
struct iphdr *iph;
struct ipv6hdr *ipv6h;
struct arphdr  *arph;
struct ipxhdr  *ipxh;
unsigned char  *raw;

} nh;

/* Link layer header */

union

{
struct ethhdr *ethernet;
unsigned char  *raw;

} mac;

struct dst_entry *dst;

/*

* This is the control buffer. It is free to use for every

* layer. Please put your private variables there. If you

* want to keep them across layers you have to do a skb_clone()
* first. This is owned by whoever has the skb queued ATM.

*/
char cb[48];
unsigned int len; /* Length of actual data*/
unsigned int data_len;
unsigned int csum; /* Checksum  */
unsigned char  __unused, /* Dead field, may be reused */
cloned, /* head may be cloned (check refcnt to be sure). */
pkt_type, /* Packet class */
ip_summed; /* Driver fed us an IP checksum */
_u32 priority; /* Packet queueing priority */
atomic_t users; /* User count - see datagram.c,tcp.c */

unsigned short protocol; /* Packet protocol from driver. */
unsigned short security; /* Security level of packet */

unsigned int truesize; /* Buffer size */

unsigned char  *head; /* Head of buffer */
unsigned char *data; /* Data head pointer
unsigned char *tail; /* Tail pointer

- 465 —



Linux

unsigned char  *end; /* End pointer */
void (*destructor)(struct sk_buff *); /* Destruct function */
}
12.13
sk_huff

next

Ja

dev

Tead -

data

Tl

end —

;i EfHR
truesize i HEE »
12.13 sk _buff
sk_buff 4 4
4
head sk_buff
data sk_buff
tail data
sk_buff

end head sk_buff
sk_buff len truesize
12.4.4
1 sk_buff
sk_buff prev

next
struct sk_buff *skb_dequeue(struct skb_buff_head *list)
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1 sk_buff

skb_queue_head skb_queue_tail
int skb_peek(struct sk_buff_head *list)
1
int skb_queue_empty(struct sk_buff_head *list)
true
void skb_queue_head(struct sk_buff *skb)

void skb_queue_head_init(struct sk _buff_head *list)
sk_buff_head

__u32 skb_queue_len(struct sk_buff_head *list)
void skb_queue_tail(struct sk_buff *skb)

void skb_unlink(struct sk_buff *skb)
TCP

void skb_append(struct sk _buff *entry, struct sk_buff *new_entry)
void skb_insert(struct sk _buff *entry, struct sk_buff *new_entry)

sk_buff

struct sk_buff *alloc_skb(int size, int priority)

sk_buff
void kfree_skb(struct sk_buff *skb, int rw)
skb_buff
struct sk _buff *skb_clone(struct sk _buff *old, int priority)
sk_buff
struct sk_buff *skb_copy(struct sk_buff *skb)
sk_buff
3 sk_buff

(skb->len)

(skb->data)
unsigned char *skb_headroom(struct sk_buff *skb)

sk_buff
unsigned char *skb_pull(struct sk_buff *skb, int len)
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data len

unsigned char *skb_push(struct sk_buff *skb, int len)
data len

unsigned char *skb_put(struct sk_buff *skb, int len)
tail len

unsigned char *skb_reserve(struct sk_buff *skb, int len)

skb_push
skb_push
unsigned char *skb_tailroom(struct sk_buff *skb)
sk_buff
unsigned char *skb_trim(struct sk_buff *skb, int len)
put tail
£ c Ien,’
12.4.5
sock_queue_rcv_skb
sk=my_find_socket(whatever);
if(sock_queue_rcv_skb(sk,skb)==-1)
{
myproto_stats.dropped++;
kfree_skb(skb,FREE_READ);
return;
}
TCP TCP
sock_alloc_send_skb ,

skb=sock_alloc_send_skb(sk,....)
i f(skb==NULL)
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return -err;
skb->sk=sk;
skb_reserve(skb, headroom);
skb_put(skb, len);
memcpy(skb->data, data, len);
protocol_do_something(skb);

skb->sk=sk sock_alloc_
send_skb skb->sk
kfree_skb

kfree_skb
sock_alloc_send_skb

12.5

Linux Linux

C++

drivers/net/skeleton.c

12.5.1

12.14
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dev_queue_xmit netif_rx

Y i

device
hard_start_xmit mydev_inerrupt

12.14 Linux
netif_rx ()
12.5.2

Linux
0
“etho,, “ethl,, “ethz,,

ethn 10mbit/s  100Mbit/s
trn
sin SLIP AX.25 KISS
pppn PPP
plipn PLIP ;
tunin IPIP encapsulated tunnels
nrn NetROM
isdnn ISDN isdndlinux
dummyn NULL devices
lo
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12.5.3

register_netdev(struct device *)

unregister_netdev(struct device *)

struct device *dev_get(const char *name)

unregister_netdev

int register_my_device(void)

{
int i=0;
for(i=0;1i<100;i++)
{
sprintf(mydevice.name, "mydevid"”,i);
if(dev_get(mydevice.name)==NULL)
{
if(register_netdev(&mydevice)!=0)
return -EIO;
return 0;
}
}
printk(*"100 mydevs loaded. Unable to load more.<\\>n");
return -ENFILE;
}
12.5.4
device
include / linux / netdevice.h
1
name

ethn Linux 2.0

dev_make_name(*'eth™)

Linux

—471-



Linux

2
irg IRQ
0
irg
““ insmod mydevice irg=5 ”~
IRQ ifconfig
base addr 1/0
1/0 1/0 0
io 170 ifconfig
1SA
device 4 rmem_start
rmem_end 0 mem start mem_end
0
mem
dma DMA Linux DMA
DMA DMA 0 PC 1SA DMA
0 DMA
dma
1/0 DMA
if_port combo Ethernet boards
3
mtu
IP
family AF_INET
Linux
BSD AP1
interface hardware type
ARP ARP RCF1700
net-tools
:net-tools Linux
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ifconfig

/* RFC1700 RFC  Request For Comments */
ARPHRD_NETROMARPHRD_ETHER 10mbit/s  100mbit/s
ARPHRD_EETHER ( )

ARPHRD_AX25 AX.25 2

ARPHRD_PRONET PROnet token ring ( )
ARPHRD_CHAOQS ChaosNET ( )

ARPHRD _1EE802 802.2 networks notably token ring
ARPHRD_ARCNET ARCnet

ARPHRD_DLCI
Linux
ARPHRD_SLIP
ARPHRD_CSLIP
ARPHRD_SL1P6
ARPHRD_CSL1P6
ARPHRD_ADAPT
ARPHRD_PPP
ARPHRD_TUNNEL
ARPHRD_TUNNEL6
ARPHRD_FRAD
ARPHRD_SKIP
ARPHRD_LOOPBACK
ARPHRD_LOCALTLK
ARPHRD_METRI1COM
net-tools Linux
pa_addr IP
pa_brdaddr
pa_dstaddr
pa_mask

pa_alen 1P
4
hard_header_len

scratch pad

skb->data
scratch pad

1.2.x

Frame Relay DLCI

Serial Line IP protocol

SLIP with VJ header compression
6bit encoded SLIP

6bit encoded header compressed SLIP
SLIP interface in adaptive mode
PPP interfaces (async and sync)
IPIP tunnels

IPv6 over IP tunnels

Frame Relay Access Device

SKIP encryption tunnel

Loopback device

Localtalk apple networking device
Metricom Radio Network

sk_buff

hard_header_len
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1.3.x
sk_buff
scratch pad 12.4 skb_push( )
dev_addr  broadcast
addr_len
0
ifconfig
5
o IFF_UP
Linux IFF_RUNNIN IFF_UP
IFF_UP BSD BSD
IFF_UP
e IFF_BROADCAST
e |IFF_DEBUG
e IFF_LOOPBACK lo
e IFF_POINTOPOINT SLIP  PPP

e IFF_RUNNING IFF_UP

e IFF_NOARP ARP

NetROM
6

sk_buff
buffs [ ]

int ct=0;
while(ct < DEV_NUMBUFFS)
{

skb_queue_head_init(&dev->buffs[ct]);
ct++;

0
dev->tx_queue_len
100 serial lines 10
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12.5.5

1 init)

init

register_netdev
2 open
open
down-->up init
dev->open error
MOD_INC_USE_COUNT

3 stop

close open
up down
MOD_DEC_USE_COUNT
(0O==success)

dev->hard_start xmit

dev->thusy

dev_kfree_skb

dev_kfree_skb(skb, FREE_WRITE)

sk_buff

down  open
open
close
close
close
sk_buff
dev->tbusy
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sk_buff ocked
5
dev->hard_header( )
dev->hard_header_len dev->hard_header()
skb_push
length
dev->hard_header( )
““NULL>” “ i ““NULL>”

dev->rebuild_header( )
ARP

dev_alloc_skb
sk_buff
skb->dev
skb->protocol
skb->mac. raw skb_pull
skb->pkt_type

skb->pkt_type
PACKET_BROADCAST
PACKET_MULTICAST
PACKET_SELF
PACKET_OTHERHOST

netif_rx( )

netif_rx()
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100

Linux

Linux

10
Linux

netif_rx

dev->tx_queue_len

12.2
124

slip

Linux

12.3 12.4
12.5
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